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Directions:

Place your cursor at the end of a question and hit Enter.

This will place you in the Answer style, which is indented.
Introduction

1.
a) What is an octet?


b) What is a host?


c) Is a home PC connected to the Internet a host?


d) Distinguish between the terms internet and Internet.

A Sampling of Networks

A Simple Home Network

2.
a) What are the functions of an access router? Explain each function in one sentence.


b) Describe the technology of 4-pair UTP wiring.


c) What is an Internet access line?


d) What is a broadband modem?


e) Why is wireless transmission dangerous?

A Building LAN

3.
a) What is a local area network?


b) What is the customer premises?


c) Distinguish between workgroup switches and core switches.


d) Why is UTP dangerous?


e) Why is 802.1X needed?

A Firm’s Wide Area Networks (WANs)

4.
a) Distinguish between LANs and WANs.


b) Why do companies use carriers for WAN transmission?


c) What two WAN technologies are illustrated in the figure Figure A-4?


d) Why is carrier WAN traffic generally considered safe?

The Internet

5.
a) Which organization created the Internet?


b) What is the function of a router?


c) Distinguish between frames and packets.


d) If two hosts are separated by five networks, how many packets will there be along the way when a host transmits a packet to another host?


e) If two hosts are separated by five networks, how many frames will there be along the way when a host transmits a packet to another host?


f) Why was intranet security initially light?

Applications

6.
a) What type of applications usually generates the most traffic in an organization?


b) Why is managing application security time-consuming?

Network Protocols and Vulnerabilities

Inherent Security

Security Explicitly Designed into the Standard

Security in Older Versions of the Standard

Defective Implementation

7.
List the four security problems with protocols. Write one sentence describing each.

Core Layers in Layered Standards Architectures

8.
a) What are the three core standards layers?


b) Distinguish between the single-network core layer and the internet core layer

c) At what core layer do you find LAN standards?


d) At what core layer do you find WAN standards?


e) At what core layer do you find standards for the global Internet?

Standards Architectures

9.
What is a standards architecture?

The TCP/IP Standards Architecture

10.
a) Which organization creates Internet standards?


b) What is the name of its standards architecture?


c) What is an RFC?


d) How can you tell which RFCs are Internet Official Protocol Standards?

The OSI Standards Architecture

11.
a) What two standards agencies govern OSI? (Just give their acronyms.)


b) Distinguish between OSI and ISO.


c) How many layers does the OSI architecture have?


d) Which of these layers are similar to the layers in TCP/IP?


e) Compare the TCP/IP application layer with comparable OSI layers.

The Hybrid TCP/IP-OSI Architecture

12.
a) What architecture do most firms actually use?


b) In the hybrid TCP/IP-OSI architecture, which layers come from OSI?


c) Which come from TCP/IP?


d) From what standards architecture do application layer standards come?

Single-Network Standards

13.
What two layers define LAN and WAN standards?

The Data Link Layer

14.
What is a data link?

The Physical Layer
15.
a) Distinguish between physical links and data links.


b) What advantage of optical fiber over UTP was listed in the text?


c) Why is spread spectrum transmission used in wireless LANs?


d) Why are switch supervisory frames needed?


e) Why does optical fiber have better inherent security than UTP?


f) What dangers does radio create?


g) Does spread spectrum transmission in commercial wireless LANs provide security?


h) Why is the 802.1AE standard necessary?

Internetworking Standards

16.
a) Why was IP made to be a very simple standard?


b) Why was complexity needed in the TCP standard?

The Internet Protocol (IP)

The IP Version 4 Packet

The First Row

The Second Row

The Third Row

Options

17.
a) If the header length field’s value is 6 and the total length field’s value is 50, how long is the data field? Show your work.


b) What is the general function of the second row in the IPv4 header?


c) Why is a TTL field needed?


d) If a router receives a packet with a TTL value of 1, what will it do?


e) What does the protocol field in the IP header tell the destination host?


f) How is the header checksum field used?


g) Are IPv4 options used frequently?


h) Why is fragmentation a threat indication?


i) How can attackers use the TTL field to map a network?

The Source and Destination IP Addresses

Masks

IP Version 6

18.
a) How long are traditional IP addresses?


b) What are the three parts of an IP address?


c) Why are masks needed?


d) What is the main advantage of IPv6?

IPsec

19.
a) In what sense is IPsec a general protection strategy for all internet, transport, and application protocols?


b) Does IPsec work with IPv4, IPv6, or both?


c) Compare IPsec transport mode and tunnel mode.

The Transmission Control Protocol (TCP)

20.
a) How many TCP/IP transport layer protocols are there?


b) What is a TCP message called?

TCP: A Connection-Oriented and Reliable Protocol
21.
a) Describe a TCP session opening.


b) Describe a normal TCP closing.


c) Describe an abrupt TCP closing.


d) Describe how reliability is implemented in TCP.


e) Describe a TCP half-open DoS attack.

f) What information does a RST segment give an attacker?

Flag Fields

22.
a) What is a flag field?


b) What does it mean to say that a flag field is set?

Sequence Number Field

23.
a) A TCP segment carries octets 23,802 through 23,875. What is its sequence number?


b) The next segment is a FIN segment that carries no data. What is its sequence number?


c) What does an attacker have to predict to be able to do TCP session hijacking?

Acknowledgment Number Field

24.
A TCP segment carries octets 23,802 through 23,875. What will be the acknowledgement number in the TCP segment that acknowledges this segment?

Window Field

Options

25.
a) What is the purpose of the TCP window field?


b) How does the window field automatically control congestion?


c) Does TCP use options frequently?

Port Numbers

26.
a) A packet has the source socket 1.2.3.4:47 and the destination socket 10.18.45.123:4400. Is the source host a client or a server? Explain.


b) Is the destination host a client or a server? Explain.


c) A server sends a packet with the source socket 60.32.1.79:25. What kind of server is it? Explain.


d) What is socket spoofing?

TCP Security

27.
a) Does TCP have comprehensive security comparable with IPsec for IP?


b) Why is a lack of an automatic key exchange a problem for TCP electronic signatures?

The User Datagram Protocol

28.
a) What is the attraction of UDP?


b) What kinds of applications specify the use of UDP at the transport layer?


c) Why is UDP more dangerous than TCP?

TCP/IP Supervisory Standards

Internet Control Message Protocol (ICMP)

29.
a) What is the TCP/IP internet layer supervisory protocol?


b) Describe ping.


c) Describe ICMP error messages.


d) What information does ping give an attacker?


e) What information does tracert give an attacker?


f) What information does an ICMP error message give an attacker?

The Domain Name System (DNS)

30.
a) Why would a host contact a DNS server?


b) If a local DNS server does not know the IP address for a host name, what will it do?


c) What kind of organization must maintain one or more DNS servers?


d) What is DNS cache poisoning?


e) Describe the status of DNSSEC.


f) Why are root servers attacked?

Dynamic Host Configuration Protocol (DHCP)

31.
a) What kind of IP addresses do servers get?


b) Why are DHCP servers used?


c) Will a PC get the same dynamic IP address each time it uses the Internet?


d) Both DHCP servers and DNS servers give IP addresses. How do these IP addresses differ?

Dynamic Routing Protocols

32.
a) Why are dynamic routing protocols needed?


b) What is the main TCP/IP interior dynamic routing protocol for large networks?


c) What is the main TCP/IP exterior dynamic routing protocol?


d) Why is Cisco’s EIGRP attractive?


e) Is a company free to select its interior dynamic routing protocol, exterior dynamic routing protocol, or both?


f) How could an attacker use dynamic routing protocols to attack a network?

Simple Network Management Protocol (SNMP)

33.
a) What is the purpose of SNMP?


b) Distinguish between the SNMP GET and SET commands.


c) Why do many organizations disable the SET command?

Application Standards

34.
a) Why are there usually two protocols for each application?


b) In e-mail, distinguish between SNMP and POP.


c) Why are Telnet and FTP dangerous?


d) What secure protocol can be used instead of Telnet and FTP?


e) What is the security standards situation in e-mail?

Perspective Questions

1.
What was the most surprising thing for you in this chapter?

2.
What was the most difficult thing for you in this chapter?
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