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Homework

Chapter 9

Incident and Disaster Response

Last Name: ____________________________

First Name: _______________________________________________

Date Due: _______________________________
Directions:

Place your cursor at the end of a question and hit Enter.

This will place you in the Answer style, which is indented.
Introduction

Wal-Mart and Hurricane Katrina

1.
a) Why was Wal-Mart able to respond quickly?

b) List at least three actions that Wal-Mart took that you might not have thought of. 
Incidents Happen

2.
a) Can good planning and protection eliminate security incidents?

b) What three things are successful attacks commonly called?

Incident Severity

3.
a) What are the four severity levels of incidents?

b) What is the purpose of a CSIRT?

c) From what parts of the firm do its members come?

d) What is business continuity?

e) Who should head the business continuity team?

Speed and Accuracy

4.
a) Why is speed of response important?

b) Why is accuracy of response important?
c) Define incident response in terms of planning.

d) Why are rehearsals important?

e) What is a walkthrough or table-top exercise?

f) Why is a live test better?

g) What is the problem with live tests?

The Intrusion Response Process for Major Incidents

Detection, Analysis, and Escalation

5.
a) Distinguish between detection and analysis.

b) Why is good analysis important for the later stages of handling an attack?

c) What is escalation?

Containment

6.
a) What is containment?

b) Why is disconnection undesirable?

c) What is black holing?
d) Why may it only be a temporary containment solution?

e) Why might a company allow an attacker to continue working in the system for a brief period of time?

f) Why is this dangerous?
g) Who should make decisions about letting an attack continue or disconnecting an important system?

Recovery

7.
a) What are the three major recovery options?

b) For what two reasons is repair during continuing operation good?
c) Why may it not work?
d) Why is the restoration of data files from backup tapes undesirable?

e) What are the potential problems with total software reinstallation?

f) How does having a disk image reduce the problems of total software reinstallation?

Apology

8.
What are the three rules for apologies?

Punishment

9.
a) Is it easier to punish employees or to prosecute outside attackers?

b) Why do companies often not prosecute attackers?

c) What is forensics evidence? Contrast what cybercrimes the FBI and local police investigate.

d) Why should both be called?

e) Under what conditions will you need to hire a forensics expert?

f) Why should you hire a forensics expert rather than doing your own investigation?

g) What is the chain of evidence, and why is documenting it important?

Postmortem Evaluation

10.
Why should companies undertake a postmortem evaluation after an attack?

Organization of the CSIRT

11.
a) Why should a senior manager head the CSIRT?

b) Why should members of affected line departments be on CSIRT?
c) Who is the only person who should speak on behalf of the firm?

d) Why should the firm’s legal counsel be on the CSIRT?

e) Why should a firm’s human resource department be on the CSIRT?

Begin the box, Legal Considerations

Legal Considerations

Criminal versus Civil Law
12.
a) What different actions do criminal and civil law deal with?

b) How do punishments differ in civil and criminal law?

c) Who brings lawsuits in civil and criminal cases?

d) What is the normal standard for deciding a case in civil and criminal trials?

e) What is mens rea?

f) In what type of trial is mens rea important?

g) Can a person be tried separately in a criminal trial and later in a civil trial?

Jurisdictions

The United States Federal Judicial System

U.S. State and Local Laws
International Law

13.
a) What is case law?

b) What are jurisdictions?

c) What is cyberlaw?

d) What are the three levels of U.S. federal courts?

e) Which levels can create precedents?

f) Does federal jurisdiction typically extend to computer crimes that are committed entirely within a state and that do not have a bearing on interstate commerce?

g) Who is likely to investigate a cybercrime that takes place within a city?
h) Are international laws regarding cybercrime fairly uniform?

i) Why should companies that do business only within a country be concerned about international cyberlaw?

Evidence and Computer Forensics

14.
a) Why will courts not admit unreliable evidence?

b) What a computer forensics expert?
c) What type of witness is allowed to interpret facts for juries?

d) Why should companies work with forensics professionals before they have a need for them?

U.S. Federal Cybercrime Laws

Computer Hacking, Malware Attacks, Denial-of-Service Attacks, and Other Attacks (18 U.S.C § 1030)

Confidentiality in Message Transmission

Other Federal Laws

15.
a) What section of which title of the United States Code prohibits hacking?

b) What other attacks does it prohibit?

c) Does it protect all computers?

d) What are damage thresholds?

e) What types of acts does 18 U.S.C § 2511 prohibit?

End the box, Legal Jurisdictions and Statutes

Intrusion Detection Systems (IDSs)

16.
a) What is an IDS?

b) Is an IDS a preventative, detective, or restorative control?

c) What are false positives?

d) Why are false positives problems for IDSs?

Functions of an IDS

17.
a) What are the four functions of IDSs?

b) What are the two types of analysis that IDSs usually do?

c) What types of action did this section mention?

d) What information should alarms contain?
e) What is the purpose of log summary reports?
f) Describe interactive log file analysis.

Distributed IDSs

18.
a) What is the advantage of a distributed IDS?

b) Name the elements in a distributed IDS.
c) Distinguish between the manager and agents.
d) Distinguish between batch and real-time transfers for event data.
e) What is the advantage of each type?

f) What two types of communication must be secure?

Network IDSs (NIDSs)

19.
a) At what information do NIDSs look?

b) Distinguish between stand-alone NIDSs and switch-based or router-based NIDSs.

c) What are the strengths of NIDs?
d) What are the two weaknesses of NIDSs?
Host IDSs

20.
a) What is the major attraction of a HIDS?

b) What are the two weaknesses of host IDSs?

c) List some things at which host operating system monitors look.

Log Files

Sample Log File

(many irrelevant log entries not shown)

 1.
8:45:05:47. Packet from 1.15.3.6 to 60.3.4.5 (NIDS log entry)

 2.
8:45:07:49. Host 60.3.4.5. Failed login attempt for account Lee (Host 60.3.4.5 log entry)

 3.
8:45:07:50. Packet from 60.3.4.5 to 1.15.3.6 (NIDS)

 4.
8:45:50:15. Packet from 1.15.3.6 to 60.3.4.5 (NIDS)

 5.
8:45:50:18. Host 60.3.4.5. Failed login attempt for account Lee (HIDS)

 6.
8:45:50:19. Packet from 60.3.4.5 to 1.15.3.6 (NIDS)

 7.
8:49:07:44. Packet from 1.15.3.6 to 60.3.4.5 (NIDS)

 8.
8:49:07:47. Host 60.3.4.5. Successful login attempt for account Lee (HIDS)

 9.
8:49:07:48. Packet from 60.3.4.5 to 1.15.3.6 (NIDS)

10.
8:56:12:30. Packet from 60.3.4.5 to 123.28.5.210. TFTP request (NIDS)

11.
8:56:28:07. Series of packets from 123.28.5.210 and 60.3.4.5. TFTP response (NIDS)

12.
No more host log entries

(The log would not say this; it would merely stop sending events)

13.
9:03.17:33. Series of packets between 60.3.4.5 and 1.17.8.40. SMTP (NIDS)

14.
9:05.55:89. Series of packets between 60.3.4.5 and 1.17.8.40. SMTP (NIDS)

15.
9:11.22:22. Series of packets between 60.3.4.5 and 1.17.8.40. SMTP (NIDS)

16.
9:15.17:47. Series of packets between 60.3.4.5 and 1.17.8.40. SMTP (NIDS)
17.
9:20:12:05. Packet from 60.3.4.5 to 60.0.1.1. TCP SYN=1, Destination Port 80 (NIDS)

18.
9:20:12:07: Packet from 60.0.1.1 to 60.3.4.5. TCP RST=1, Source Port 80 (NIDS)

19.
9:20:12:08. Packet from 60.3.4.5 to 60.0.1.2. TCP SYN=1, Destination Port 80 (NIDS)

20.
9:20:12:11 Packet from 60.3.4.5 to 60.0.1.3. TCP SYN=1, Destination Port 80 (NIDS)

21.
9:20:12:12. Packet from 60.0.1.3 to 60.3.4.5. TCP SYN=1; ACK=1, Source Port 80 (NIDS)

21.
a) Why are integrated log files good?

b) Why are they difficult to create?

c) Explain the time synchronization issue for integrated log files.

d) How do companies achieve time synchronization?

e) What is event correlation?

f) Distinguish between aggregation and event correlation.

g) Why is analyzing log file data difficult?

h) In Figure 9-15, how long is the delay between the first attempted login and the second?

i) Does this indicate that the attack is a human attack or an automated attack?

Managing IDSs

22.
a) What is precision in an IDS?

b) What are false positives, and why are they bad?

c) What are false negatives, and why are they bad?

d) How can tuning reduce the number of false positives?

e) What does an IDS do if it cannot process all of the packets it receives?

f) What may happen if a system runs out of storage space?

g) Why is limiting the size of log files necessary but unfortunate?

Honeypots

23.
a) What is a honeypot?

b) How can honeypots help companies detect attackers?

Business Continuity Planning

24.
a) What do business continuity plans specify?

b) Distinguish between business continuity plans and IT disaster recovery plans.

Principles of Business Continuity Management

25.
a) What four protections can firms provide for people during an emergency?

b) Why is accounting for all personnel important? (The answer is not in the text.)

c) Why does human cognition in crises call for extensive pre-planning and rehearsal?

d) Why is it necessary not to make plans and processes for crisis recovery too rigid?

e) Why do communication systems tend to break down during crises? [429]
Business Process Analysis

26.
a) List the four steps in business process analysis?
b) Explain why each is important.

Testing and Updating the Plan

27.
a) Why are business continuity plans more difficult to test than incident response plans?

b) Why is frequent plan updating important?
c) Why must companies update contact information even more frequently?

d) For what two reasons is a business continuity staff necessary?

IT Disaster Recovery

28.
a) What is IT disaster recovery?

b) Why is it a business concern?

Types of Backup Facilities

29.
a) What are the main alternatives for backup sites?

b) What is the strength of each?

c) What problem or problems does each raise?

d) Why is CDP necessary?

Office PCs

30.
What three things should a firm do about disaster recovery planning for office PCs?

Restoration of Data and Programs

31.
a) What must be done to restore data at a backup site via tapes?

b) How does this change if a firm uses continuous data protection?

Testing the IT Disaster Recovery Plan

Conclusion

Synopsis

Thought Questions

1.
You are advising a small company. a) Would you recommend using a firewall? Explain.

b) Would you recommend using antivirus filtering? Explain.

c) Would you recommend an intrusion detection system? Explain.

2.
When IDSs generate alerts, it can send them to a console in the security center, to a mobile phone, or via e-mail. Discuss the pros and cons of each.

3.
Examine the integrated log file shown in Figure 9-15. a) Identify the stages in this apparent attack.

Sample Log File

(many irrelevant log entries not shown)

 1.
8:45:05:47. Packet from 1.15.3.6 to 60.3.4.5 (NIDS log entry)

 2.
8:45:07:49. Host 60.3.4.5. Failed login attempt for account Lee (Host 60.3.4.5 log entry)

 3.
8:45:07:50. Packet from 60.3.4.5 to 1.15.3.6 (NIDS)

 4.
8:45:50:15. Packet from 1.15.3.6 to 60.3.4.5 (NIDS)

 5.
8:45:50:18. Host 60.3.4.5. Failed login attempt for account Lee (HIDS)

 6.
8:45:50:19. Packet from 60.3.4.5 to 1.15.3.6 (NIDS)

 7.
8:49:07:44. Packet from 1.15.3.6 to 60.3.4.5 (NIDS)

 8.
8:49:07:47. Host 60.3.4.5. Successful login attempt for account Lee (HIDS)

 9.
8:49:07:48. Packet from 60.3.4.5 to 1.15.3.6 (NIDS)

10.
8:56:12:30. Packet from 60.3.4.5 to 123.28.5.210. TFTP request (NIDS)

11.
8:56:28:07. Series of packets from 123.28.5.210 and 60.3.4.5. TFTP response (NIDS)

12.
No more host log entries

(The log would not say this; it would merely stop sending events)

13.
9:03.17:33. Series of packets between 60.3.4.5 and 1.17.8.40. SMTP (NIDS)

14.
9:05.55:89. Series of packets between 60.3.4.5 and 1.17.8.40. SMTP (NIDS)

15.
9:11.22:22. Series of packets between 60.3.4.5 and 1.17.8.40. SMTP (NIDS)

16.
9:15.17:47. Series of packets between 60.3.4.5 and 1.17.8.40. SMTP (NIDS)
17.
9:20:12:05. Packet from 60.3.4.5 to 60.0.1.1. TCP SYN=1, Destination Port 80 (NIDS)

18.
9:20:12:07: Packet from 60.0.1.1 to 60.3.4.5. TCP RST=1, Source Port 80 (NIDS)

19.
9:20:12:08. Packet from 60.3.4.5 to 60.0.1.2. TCP SYN=1, Destination Port 80 (NIDS)

20.
9:20:12:11 Packet from 60.3.4.5 to 60.0.1.3. TCP SYN=1, Destination Port 80 (NIDS)

21.
9:20:12:12. Packet from 60.0.1.3 to 60.3.4.5. TCP SYN=1; ACK=1, Source Port 80 (NIDS)

b) For each stage, describe what the attacker seems to be doing.

c) Decide whether the actions in this stage work at human speed or at a higher speed, indicating an automated attack.

d) Decide whether the evidence in each stage is suggestive of an attack or conclusive evidence.

e) Overall, do you have conclusive evidence of an attack?

f) Do you have conclusive evidence of who committed the attack?

4.
A firm is trying to decide whether to place its backup center in the same city or in a distant city. List the pros and cons of each choice.

5.
To get out of taking exams, students occasionally phone in bomb threats just before the exam. Create a plan to deal with such attacks. This should take one single-spaced page. It should be written by you (a policy advisor) for your dean to approve and post in your college.

Troubleshooting Question

1.
After you restore files following an incident, users complain that some of their data files are missing. What might have happened?

Perspective Questions

1.
What was the most surprising thing you learned in this chapter?

2.
What was the most difficult material in this chapter for you?
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