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Homework

Chapter 8

Application Security

Last Name: ____________________________

First Name: _______________________________________________

Date Due: _______________________________
Directions:

Place your cursor at the end of a question and hit Enter.

This will place you in the Answer style, which is indented.
General Application Security Issues

Executing Commands with the Privileges of a Compromised Application

1.
a) What can hackers gain by taking over application programs?


b) What is the most popular way for hackers to take over hosts?

Buffer Overflow Attacks

2.
a) What is a buffer?


b) What is a buffer overflow attack?


c) What impacts can buffer overflows have?


d) In a stack overflow, what is overwritten by the overflow?


e) To where does the overwritten return address point?


f) In the IIS IPP buffer overflow attack, what buffer is overflowed?

Few Operating Systems, Many Applications

3.
Why is patching applications more time consuming than patching operating systems?

Hardening Applications

4.
a) Why must you know a server’s role to know how to protect it?


b) Why is it important to minimize both main applications and subsidiary applications?


c) Why are security baselines needed for installing applications?


d) Why is it important to minimize permissions for application programs?


e) Why is application-level authentication superior to operating system authentication?

f) Why should cryptographic protections be used?
Securing Custom Applications

5.
a) What is a login screen bypass attack?


b) What is a cross-site scripting (XSS) attack?

c) What is an SQL injection attack?


d) What attitude should programmers have about user input?


e) What training should programmers who do custom programming have?

WWW and E-Commerce Security

The Importance of WWW and E-Commerce Security

6.
What risks do webservice and e-commerce service create for corporations?

WWW Service versus E-Commerce Service

7.
a) Distinguish between WWW service and e-commerce service.


b) What kinds of external access are needed for e-commerce?


c) Does the webmaster or e-commerce administrator have control over the security of other servers?


d) Why are custom programs especially vulnerable?

Some Webserver Attacks

8.
a) What is website defacement?

b) Why is it damaging?


c) In directory access commands and URLs, what does “..” represent?


d) What are directory traversal attacks?


e) Create a URL to retrieve the file aurigemma.htm, which is under the rainbow directory on the host www.pukanui.com. The WWW root is three levels below the system’s true root directory, and the rainbow directory that is under the projects directory, which is directly under the root directory. (Hint: Draw a picture.)


f) In what two ways have attackers circumvented filtering designed to stop directory traversal attacks?

Patching the Webserver and E-Commerce Software and Its Components

Other Website Protections

9.
a) What software must be patched on an e-commerce server?


b) What three other webserver protections were mentioned in the text?

c) Where is an application proxy firewall placed relative to the webserver?
Controlling Deployment

10.
a) In staged development, what three servers do companies use?


b) What permissions does the developer have on the development server?


c) On the testing server?

d) On the production server?


e) On what servers does the tester have access permissions?

Browser Attacks

11.
a) Why do hackers attack browsers?


b) What is mobile code?


c) Why is it called mobile code?


d) What is a client-side script?


e) What is a Java applet?


f) Why is Active-X dangerous?


g) How do scripting languages compare to full programming languages?


h) Is JavaScript a scripted form of Java?

12.
a) Why is it bad to go to a malicious website?

b) How can social engineering be used to trick a victim to go to a malicious website?

c) Why do attackers want to get domain names such as micosoft.com?


d) Why may malware that allows an attacker to execute a single command on a user’s computer not really be limited to executing a single command?


e) What may happen on a compromised computer if a user mistypes the host name in a URL?


f) What dangers do cookies create?
Enhancing Browser Security

13.
a) What can users do to enhance browser security?


b) Under Internet Options in IE, what can the user do on the security tab?


c) What are your computer’s settings for the four zones?

d) In which tab are cookies controlled?
E-Mail Security

E-Mail Content Filtering

14.
a) Why are HTML bodies in e-mail messages dangerous?


b) What is spam? [370]

c) What three four problems does spam create?


d) Why is spam filtering dangerous?


e) For what legal reason should companies filter sexually or racially harassing message content?

f) What is extrusion prevention?


g) Why is extrusion prevention needed for intellectual property?


h) What is PII, and why must it be prevented from leaving the firm?
Where to Do E-Mail Malware and Spam Filtering

E-Mail Retention

15.
a) Why is retaining e-mail for a long period of time useful?


b) Why is it dangerous?


c) What is legal discovery?


d) What are courts likely to do if it would be very expensive for a firm to discover all of its e-mail pertinent to a case?


e) What can happen if a firm fails to retain required e-mail?


f) What is accidental retention?


g) Is there a specific law that specifies what information must be retained for legal purposes?

h) What two requirements in the U.S. Rules of Civil Procedure are likely to cause problems for firms who do not have a good archiving process?


i) Why is message authentication important in an archiving system?


j) Comment on a corporate policy of deleting all e-mail after 30 days.
User Training

16.
a) Are e-mail messages sent by employees private?


b) What should employees be trained not to put in e-mail messages?
E-Mail Encryption

17.
a) Is encryption widely used in e-mail?


b) What part of the e-mail process does SSL/TLS usually secure?


c) Is this end-to-end security? Explain.


d) What standards provide end-to-end security?


e) Compare PGP and S/MIME in terms of how applicants learn the true party’s public key.


f) Describe the advantages and disadvantages of each approach.

Begin the box, “Voice over IP (VoIP) Security”
Voice over IP (VoIP) Security

Sending Voice between Phones

18.
a) What is VoIP?


b) Distinguish between IP telephones and soft phones.


c) List, in order of appearance at the receiver, the headers and message of a packet carrying voice between phones.


d) What does RTP add to compensate for the limitations of UDP?

Transport and Signaling

19.
a) Distinguish between transport and signaling.


b) In Figure 8-18, is the packet shown a transport packet or a signaling packet?


c) What are the two main signaling standards in VoIP?


d) What does the registrar server do? (Hint: Don’t say, “It registers things.”)


e) What type of SIP message does a VoIP phone use when it wants to connect to another VoIP phone]

f) How is this message routed to the called VoIP phone?


g) Are SIP proxy servers involved during transport transmissions? Explain.

h) What two types of communication does the media gateway translate between the VoIP network and the PSTN?
VoIP Threats

20.
a) What is eavesdropping?


b) Why can DoS attacks be successful even if they only increase latency slightly?


c) Why is caller impersonation especially dangerous in VoIP?


d) Why are hacking and malware dangerous in VoIP?


e) What is toll fraud?


f) What is SPIT?


g) Why is SPIT more disruptive than e-mail SPAM?

Implementing VoIP Security

21.
a) What authentication mechanisms are common on IP telephones?


b) What does SIP Identity ensure?

c) How can eavesdropping be thwarted?


d) What sound quality problem may encryption create?


e) Why do firewalls have problems with typical VoIP traffic?


f) For SIP signaling, what port has to be opened on firewalls?


g) Describe firewall port openings for VoIP transport.


h) Why is NAT traversal problematic?

i) How are VLANs useful in VoIP?
End the box, “Voice over IP (VoIP) Security”

Begin the box, “The Skype VoIP Service”

The Skype VoIP Service

22.
a) What is Skype? [384]

b) Why is Skype’s use of proprietary software problematic?

c) What problem is there with Skype’s encryption for confidentiality?


d) Does Skype control who can register a particular person’s name?


e) Why do firewalls have a difficult time controlling Skype?


f) Does Skype’s file transfer generally work with antivirus programs?


g) Overall, what is the big problem with Skype?

End the box, “The Skype VoIP Service”

Other User Applications

Database

23.
a) Why is it good for database applications and other applications to have their own passwords beyond the computer’s login password?


b) What access limitations do databases impose on what content a person can see?

Instant Messaging (IM)

24.
a) In IM, what does a presence server do?


b) What does a relay server do?


c) For corporate IM, what are the advantages of using a relay server instead of only a presence server?

Spreadsheets

25.
a) Why is spreadsheet security an IT security concern?


b) What two protections should be applied to spreadsheets?


c) Briefly list the functions of a vault server.


d) Comment on vault server authorizations.


e) Describe vault server auditing.

TCP/IP Supervisory Applications

26.
a) What is the Danvers Doctrine?


b) Distinguish between security in SNMP V1 and security in SNMP V2.


c) Distinguish between security in SNMP V2 and security in SNMP V3.


d) What still needs to be done for SNMP security?

Conclusion

Thought Questions

1.
Do you think programmers should be allowed to develop server-side dynamic webpages, given the dangers that are involved in their doing so?

2.
Client-side scripting attacks usually require the client to visit a webserver with malicious content. How do you think attackers get users to visit such webpages?

3.
What three main topics would you select for a one-hour user training session on e-mail security? This question requires you to be selective. Do not create topics that are extremely broad to avoid being selective.

4.
What three main topics would you select for a one-hour training session for senior managers on e-mail security? This question requires you to be selective. Do not create topics that are extremely broad to avoid being selective.

Troubleshooting Questions

1.
An employee working at home complains that some of her messages to fellow employees at the firm’s headquarters site are not getting through. What might be the problem?

2.
A company is warned by its credit card companies that it will be classified as a high-risk firm unless it immediately reduces the number of fraudulent purchases made by its e-commerce clients. Come up with a plan to avoid this outcome.

Perspective Questions

1.
What was the most surprising thing for you in this chapter?

2.
What was the most difficult material in this chapter for you?
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