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Directions:

Place your cursor at the end of a question and hit Enter.

This will place you in the Answer style, which is indented.
Introduction

Test Your Understanding

1.
a) What is our definition of a host?

b) Why is host hardening necessary?

c) What major categories of hosts did this section mention?

d) What specific things can an attacker do if he or she takes over a firewall? The answer was not explained in the text.
e) What specific things can an attacker do if he or she takes over a router? The answer was not explained in the text.
f) List the elements of host hardening.

g) Why is it important to replace default passwords during configuration?

h) What is a security baseline, and why is it important?

i) Why is the downloading of disk images of the operating system desirable compared to configuring each host individually?

j) What does a systems administrator manage?
k) Does a systems administrator generally manage the network?
Important Server Operating Systems
Windows Server Operating Systems

Test Your Understanding

2.
a) What is the name of Microsoft’s server operating system?
b) What security protections do recent versions of this operating system offer?

c) Why is Microsoft Windows Server easy to learn?

d) What are MMCs? (Do not just spell out the acronym.)

e) On what object does an icon bar icon operate?

f) What is in the tree pane?

g) To what things do items in the sub-object pane refer?

h) What is a snap in?

i) Why are snap-ins called that?

j) Why is the standardized layout of MMCs beneficial?

k) How does the systems administrator get to most administrative tool MMCs?

l) What does selecting Action do?
UNIX (Including LINUX) Servers

Test Your Understanding

3.
a) Why is UNIX systems security difficult to describe generally?

b) Distinguish between UNIX and LINUX.

c) What is the LINUX kernel?

d) What is a LINUX distribution?

e) Comment on the cost of LINUX.

f) Does a particular version of UNIX have a single user interface?

g) What are UNIX CLIs called?

h) How are CLIs beneficial?

i) Why are CLIs difficult to use?

Vulnerabilities and Patches

Vulnerabilities and Exploits

Test Your Understanding

4.
a) What is a vulnerability?

b) What is an exploit?

c) What is a zero-day attack?

d) Why is the quick application of critical fixes important?
Fixes

Test Your Understanding

5.
a) List the four types of fixes for vulnerabilities.

b) Distinguish between work-arounds and patches.

c) What is a service pack in Microsoft Windows?

d) Why is upgrading to a new version of an operating system usually good for security?
The Mechanics of Patch Installation

Test Your Understanding

6.
a) In Windows Server 2003 and 2008, how automatic can patching be?

b) What patch downloading method is commonly used in LINUX?

Problems with Patching
Test Your Understanding

7.
a) Why do firms have a difficult time applying patches?

b) Why do many firms prioritize patches?

c) How do patch management servers help?

d) What two risks does patching raise?

Managing Users and Groups

The Importance of Groups in Security Management
Test Your Understanding

8.
Give two reasons why assigning security measures to groups is better than assigning security measures to individuals within groups.
Creating and Managing Users and Groups in Windows

Test Your Understanding

9.
a) What Windows snap-in is used to manage users and groups?

b) On which MMC is this snap-in available?

c) In this snap-in, if the administrator clicks on an account, what may he or she do?

d) How does the administrator create a new account?

e) How does an administrator add an account to a group?

f) How does the administrator create a new group?

10.
a) What privileges does the super user account have?

b) What is the super user account in Windows?

c) What is the super user account in UNIX?

d) What is hacking root, and why is it desirable to hackers?

e) When should a Windows systems administrators use the Administrator account?

f) How does the administrator get to the super user account in Windows?

g) In UNIX?

Managing Permissions

Permissions

Assigning Permissions in Windows
Test Your Understanding

11.
a) How are permissions applied to a directory in Windows?

b) List each standard Windows privilege and explain it briefly.

c) To how many accounts and groups can different permissions be applied in Windows?

d) How can inheritance reduce labor costs in assigning permissions?

e) How can inheritance be modified?

f) How are a user’s effective permissions calculated for a directory?

g) How would you set up a top-level directory for a firm’s public policy documents, which should be readable by all logged-in users?
Assigning Groups and Permissions in UNIX
Test Your Understanding

12.
a) What are the three UNIX permissions?

b) Briefly characterize each.

c) Compare the number of UNIX directory and file permissions with that of Windows.
d) To which three individual accounts or groups can permissions be assigned for a particular directory in UNIX?

e) How does the number of accounts or groups to which permissions can be assigned in UNIX compare with that of Windows?

Testing for Vulnerabilities

Test Your Understanding

13.
a) Why is vulnerability testing desirable?

b) What two things does vulnerability testing software do?

c) Why is it important to get approval in writing before conducting a vulnerability test?

d) What two things should this written approval specifically mention?
e) Why is it important never to diverge from the test plan when running the tests?
Windows Client PC Security

Client PC Security Baselines

Test Your Understanding

14.
What different baselines does a company need for its client PCs?

The Windows Security Center

Test Your Understanding

15.
How can you quickly assess the security posture of your Windows PC?
Automatic Updates

Test Your Understanding

16.
Why should updating be done completely automatically on client PCs?

Antivirus and Spyware Protection

Test Your Understanding

17.
What can go wrong with antivirus protection?
Windows Firewall

Test Your Understanding

18.
What SPI firewall has come with client version of Windows since Windows XP SP2?
Protecting Notebook Computers

Test Your Understanding

19.
a) What are the three dangers created by notebook computer loss or theft?

b) When should backup be done for mobile computers?

c) What four policies are necessary to protect sensitive information?

d) To what should these policies be applied?
e) What training should be provided?

f) What does computer recovery software do?
Centralized PC Security Management
Test Your Understanding

20.
a) Why is central PC security management desirable?

b) Why are standard configurations attractive?

c) What does NAC do when a computer attempts to connect to the network?

d) If a PC fails its initial health assessment, what are a NAC system’s two options?

e) Does NAC control usually stop after access is granted?

f) What things can Windows GPOs restrict?

g) Why are Windows GPOs powerful tools for managing security on individual Windows PCs? [330]
Data Protection: Backup
The Importance of Backup

Test Your Understanding

21.
Why is backup critical?

Threats

Test Your Understanding

22.
List the ways in which data can be lost, adding some of your own if you can.

Scope of Backup

Test Your Understanding

23.
a) Distinguish between file/directory data backup and image backup.

b) Why is file/directory backup attractive compared with image backup?

c) Why is image backup attractive compared with file/directory data backup?

d) What is shadowing?

e) What is the advantage of shadowing over file/directory data backup?

f) How is shadowing limited?

Full versus Incremental Backups

Test Your Understanding

24.
a) Why don’t most companies do full backup every night? 
b) What is incremental backup (be precise)?

c) A company does a full backup one night. Call this backup Cardiff. On three successive nights, it does incremental backups, which it labels Greenwich, Dublin, and Paris. In restoration, what backups must be restored first and second?
Backup Technologies
Test Your Understanding

25.
a) What are the advantages of centralized backup compared with local backup?

b) What is CDP (do not just spell out the acronym)?

c) Why is CDP attractive?

d) Why is it expensive?

e) Why is backup over the Internet to a backup storage provider attractive for client PC users?

f) What security risk does it create?

g) What is mesh backup?

h) What are its technical challenges?

i) Why is mesh backup desirable?

Backup Media

Test Your Understanding

26.
a) Why is magnetic tape desirable as a backup medium?

b) Why is tape not desirable?

c) Why is backup onto another hard drive attractive?

d) Why is it not a complete backup solution?

e) How can this limitation be addressed?

f) How much data can be stored on a dual-layer DVD?
g) What is the advantage of burning backup data onto optical disks?

h) Is storing backups on optical disks for several years likely to be safe?
Backup Management Policies
Test Your Understanding

27.
a) What should backup creation policies specify?

b) Why are restoration tests needed?

c) Where should backup media be stored for the long term?
d) What should be done about backup media until they are moved?

e) Why is the encryption of backup media critical?

f) What three dangers require control over access to backup material?
g) If Person A wishes to check out backup media, who should approve this?

h) Why are checkouts of backup media suspicious?
i) Why should business units and the legal department be involved in creating retention policies?
j) What should backup audits include?
Other Data Protections

Encryption

Test Your Understanding

28.
a) Why is encryption usually attractive for sensitive data from a legal standpoint?

b) How long must an encryption key be to be considered strong today?

c) What happens if the encryption key is lost?

d) How do companies address this risk?

e) Why is entrusting users to do key escrow risky?

f) In what sense is encryption usually transparent to the user?

g) Why is this attractive?

h) Why is this dangerous?
i) What must users do to address this danger?
j) How does encryption make file sharing more difficult?
Data Destruction

Test Your Understanding

29.
a) Why is it important to destroy data on backup media and PCs before discarding them or transferring them to someone else?

b) How can optical disks be destroyed?

c) How can data on hard drives be destroyed?

Document Restrictions
Test Your Understanding

30.
a) What is DRM? (Do not just spell out the acronym.)
b) Why is DRM desirable?

c) Give some examples of use restrictions that a company may wish to impose on a document.

d) How can many DRM protections against unauthorized printing be circumvented?

e) What is the purpose of data extrusion management?

f) What is watermarking?

g) In what two ways can watermarking be used in data extrusion management?

h) Why is it desirable to prevent a computer from working with removable media?

i) Why should restrictions on removable media be enforced technologically?

j) Why have document protections not been used heavily in organizations?

Conclusion

Thought Questions

1.
Why do you think companies often fail to harden their servers adequately?

2.
Why do you think companies often fail to harden their clients adequately?

3.
a) How is the diversity of UNIX offerings bad?

b) How is it good?

4.
Why do you think UNIX has such a limited ability to assign permissions compared with Windows?

5.
a) Directory DunLaoghaire has several subdirectories. Each of these subdirectories has very sensitive information that should only be accessible to a single user. What permissions would you give in the top-level DunLaoghaire directory to the group all logged-in users if you do not want to change the Allow inheritable permissions from parent to propagate to this object box default in subdirectories?

b) What would you then do in each subdirectory?

Research Project
1.
On the Internet, use a search engine to find a security baseline for Microsoft Windows Vista. List the title, the organization, and the URL. Briefly describe what is in the baseline. Note: Not all sources use the term “baseline.”

2.
The National Institute of Standards and Technology of the U.S. Department of Commerce has a special publications series on IT security. The webpage listing these 800 series publication is http://csrc.nist.gov/publications/PubsSPs.htmlcon. Read Special Publication 800-123 Guide to General Server Security. List recommendations that are in the publication but that were not listed in this chapter.

Applying Your Knowledge
1.
In their purest form, netbooks are PCs designed to have little or no software stored on them. Instead, they are designed to use cloud computing, in which the software and data are both stored on Internet servers. Netbooks in this pure form can only work when they have an Internet connection. Based on what you learned in this chapter, discuss security implications for netbooks, both pro and con?
Perspective Questions

1.
What material was most surprising for you in this chapter?
2.
What material was most difficult for you in this chapter?
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