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Introduction

1.
a) What is a pass/deny decision?

b) What type of packet does a firewall drop and log?

c) What does the firewall do about packets that it suspects (but cannot prove) are attack packets?

d) Why does the firewall log information about dropped packets?

e) Distinguish between border firewalls and internal firewalls.

f) Distinguish between ingress and egress filtering.
The Danger of Traffic Overload

2.
a) What does a firewall do if it cannot keep up with the traffic volume?

b) Why is this action good?
c) Why is this action bad?
d) Why can a firewall keep up with traffic in general but fail to do so during a major attack?
e) As processing power increases in the future, what will this mean for firewall filtering?
f) What is unified threat management (UTM)?

g) What does it mean that a firewall should operate at wire speed?
Firewall Filtering Mechanisms

3.
a) Is there only one firewall filtering mechanism?

b) What filtering mechanisms do almost all main border firewalls use?

c) Do SPI firewalls only do stateful packet inspection?
Static Packet Filtering

4.
a) What are the two limitations of static packet filtering? Explain why each limitation is bad.

b) For what two reasons do companies not use static packet filtering as the main filtering mechanism in border firewalls today?

c) In what two secondary ways do corporations sometimes use static packet filtering?

Stateful Packet Inspection (SPI)

Basic Operation

5.
a) What is a state?

b) Are most packets part of the connection opening state or the ongoing communication state?

c) Why is the answer to part b important for stateful packet inspection’s efficiency?

d) What is a connection?
e) How is a connection between two programs on different computers represented?
Packets that Do Not Attempt to Open Connections

6.
a) Give the simple stateful packet inspection firewall rule for packets that do not attempt to open connections.
b) Is SPI filtering for packets that are part of ongoing communications usually simple and inexpensive? Explain.
c) UDP is connectionless. How is it possible for an SPI firewall to handle UDP connections.
Packets that Do Attempt to Open a Connection

7.
Give the two simple default SPI firewall rules for packets that attempt to open connections.

Access Control Lists (ACLs) for Connection-Opening Attempts

8.
a) For stateful packet inspection firewalls, what do ingress ACLs permit in general?

b) What do egress ACLs disallow in general in SPI firewalls?

c) What do well-known port numbers designate?

d) Is Figure 6-10 an ACL for ingress filtering or egress filtering?

e) Why is Rule 2 in Figure 6-10 safer than Rule 1?

f) Which rule in the ACL in Figure 6-10 represents the default behavior of SPI firewalls for ingress connection-opening attempts?

9.
Given the ACL in Figure 6-10, what would the firewall do with an incoming ICMP echo message? (This will require some thought. Think about how ICMP messages are encapsulated and what field in the IP header indicates that the packet’s data field contains an ICMP message.)

10.
Redo the ACL in Figure 6-10 to add rules for the following conditions. After Rule 1, create a rule that permits all connections to internal DNS servers. After the original Rule 2, create rules that permit connections to all Trivial File Transfer Protocol (TFTP) servers and that permit access to FTP Server 60.33.17.1. (Hint: only allow an FTP supervisory connection; the SPI firewall will later open data connections automatically as needed.)

11.
a) In ingress and egress filtering, does an SPI firewall always consider its ACL rules when a new packet arrives that attempts to open a connection?

b) In ingress and egress filtering, does an SPI firewall always consider its ACL rules when a new packet arrives that does not attempt to open a connection? (The answer was not specifically in this section.)

Perspective on SPI Firewalls

12.
a) Why are stateful packet inspection firewalls inexpensive?

b) In practice, are they fairly safe?

c) Are SPI firewalls limited to SPI filtering?

d) What firewall inspection mechanism do nearly all main border firewalls today use?

Network Address Translation (NAT)

Sniffers

NAT Operation

Perspective on NAT

13.
a) When NAT is used, why can sniffers not learn anything about the internal IP addresses of internal hosts?

b) Why does NAT stop scanning probes?

c) Why is NAT traversal necessary?
d) Is a NAT traversal method easy to select?

Application Proxy Firewalls and Application Content Filtering

Application Proxy Firewall Operation

14.
a) What distinguishes an application proxy firewall from static packet filtering firewalls and SPI firewalls?

b) Distinguish between proxy programs and application proxy firewalls.
c) If you will proxy four different applications, how many proxy programs will you need?
d) How many application proxy firewalls will you need at a minimum?
e) Can nearly all applications be proxied?
f) Why is application proxy firewall operation processing-intensive?

g) Why do firms not use application proxy firewalls as main border firewalls?
h) What are the two main roles of application proxy server firewalls today?
Application Content Filtering in Stateful Packet Inspection Firewalls

15.
a) Do stateful packet inspection firewalls automatically do application content filtering? Explain.

b) Do they have the slow speed of relay operation?

c) What three advantages do application proxy firewalls have in protection that SPI firewalls with content inspection not have?
d) Why are SPI content filtering firewalls faster than application proxy firewalls?
Begin the box “Application Proxy Firewall Protections”

Application Proxy Firewall Protections
Application Content Filtering for HTTP
Client Protections

Server Protections

Other Protections

16.
a) What filtering actions were listed to protect clients from malicious webservers?

b) What filtering action was mentioned to prevent internal client misbehavior in HTTP?

c) What two filtering actions were mentioned for protecting webservers from malicious clients?
d) What three automatic protections do application proxy firewalls provide simply because of the way in which they operate?
End the box “Application Proxy Firewall Protections”

Intrusion Detection Systems (IDSs) and Intrusion Prevention Systems (IPSs)

Intrusion Detection Systems (IDSs)

17.
a) Distinguish between firewalls and IDSs.

b) Why are IDS alarms often a problem?

c) What is a false positive?

d) What two types of filtering do IDSs use?
e) Why is deep packet inspection important?

f) Why is deep packet inspection processing intensive?

g) Why is packet stream analysis important?
h) Why does packet stream analysis place a heavy load on IDSs?
Intrusion Prevention Systems (IPSs)

18.
a) Distinguish between IDSs and IPSs.

b) Why is the attack identification confidence spectrum important in deciding whether to allow IPSs to stop specific attacks?

IPS Actions

19.
a) What two actions can IPSs take when they identify an attack?

b) Which can be the most effective?
c) Which can do the most damage?

Antivirus Filtering and Unified Threat Management (UTM)
20.
a) How do firewalls and antivirus servers work together?

b) Are antivirus servers limited to looking for viruses? Explain.

c) What may the antivirus server do after it performs filtering?
d) What type of firewall does both traditional firewall filtering and antivirus filtering?
Begin the box, “Denial-of-Service (DoS) Protection”

Denial-of-Service (DoS) Protection

21.
a) Why do half-open (SYN flooding) DoS attacks cause problems for servers?

b) What can be done to stop half-open Dos attacks?

c) Why is rate limiting good as a way to reduce the damage of some DoS attacks?
d) Why is it limited in effectiveness?

e) Why is DoS protection a community problem, not just a problem for individual victim firms to solve?

End the box, “Denial-of-Service (DoS) Protection”

Firewall Architectures

Types of Firewalls

22.
a) Why are screening routers used in a firewall architecture?

b) Why are internal firewalls desirable?

c) Why is it easier to create appropriate ACL rules for server host firewalls than for border firewalls?

d) How does the use of border, internal, and host firewalls provide defense in depth?

The Demilitarized Zone (DMZ)

23.
a) What is a tri-homed router?

b) What is a DMZ?

c) Why do companies use DMZs?
d) What three types of hosts are placed in the DMZ?
e) Why do companies put public servers in the DMZ?

f) Why do companies put application proxy firewalls in the DMZ?
g) What host names does the external DNS server know?
h) Why do all hosts in the DMZ have to be hardened stringently?
Firewall Management

Defining Firewall Polices

24.
a) Distinguish between firewall policies and ACL rules.

b) Why is creating firewall policies desirable compared to just creating a list of ACL rules?
c) Create three firewall policies not listed in the text.
Implementation

25.
a) Compare firewall hardening needs for firewall appliances, vendor-provided systems, and firewalls built on general-purpose computers.

b) List what centralized firewall management systems do.

c) What columns does the firewall policy database described in the text contain? Be able to describe each and what options it offers.
d) Why is vulnerability testing necessary?

e) Why should firewall policies govern both configuration and testing?

f) What are the steps in firewall change management?

g) On what should change auditing focus?

h) Why is reading firewall logs important?
i) What is the most time-consuming part of firewall management?
Begin the box “Reading Firewall Logs”

Reading Firewall Logs

26.
a) What packets are usually logged in log files?
b) What are the fields in the log file shown in Figure 6-26?

c) In the examples given, by what field was the log file sorted?

d) From the log file, what could we infer about the echo probe attack?

e) Did this attack seem to be serious? Explain.

f) From the log file, what could we infer about the FTP attack?

g) Did this attack seem to be serious? Explain.

h) Why was the dropping of a single packet because of lack of firewall capacity a cause for concern?

i) What cannot be determined if log files cover too short a period of time?

j) Why is it difficult for a log file to cover a long period of time?

k) What is the advantage of logging all packets passing through a firewall?

l) Why is logging all packets problematic?
End the box “Reading Firewall Logs”

Difficult Problems for Firewall Filtering

The Death of the Perimeter

27.
a) How can attackers avoid the border firewall? 
b) How has the perimeter extended outside the site?

c) How can firms react to this decline in the effectiveness of border firewall filtering?

Attack Signatures versus Anomaly Detection

28.
a) Distinguish between signature detection and anomaly detection.

b) What is a zero-day attack?

c) Why are zero-day attacks impossible to stop with attack signatures?

d) What is the promise of anomaly detection?

e) Why is anomaly detection becoming critical for firewalls?

Conclusion

Thought Questions

1.
Modify the ACL in Figure 6-10 to permit externally initiated connections to an SNMP network management server, 60.47.3.103, and to allow both regular and SSL/TLS connections to the internal webserver 60.47.3.137 but not to other webservers.

2.
The ACL in Figure 6-10 is in effect. A packet containing a TCP SYN segment reaches a stateful packet inspection firewall from the outside. What actions will the SPI firewall take?
3.
The ACL in Figure 6-10 is in effect. A packet containing a TCP ACK segment reaches a stateful packet inspection firewall from the outside. What actions will the SPI firewall take? Explain.

4.
Create an egress ACL for an SPI firewall if policy only forbids connections to external FTP servers.
5.
Contrast what sniffers can learn if a company being attacked uses NAT or an application proxy server.

6.
Most IP addresses are public, in the sense that they can appear on the public Internet. However, a few IP addresses have been designated as private IP addresses. One private IP address range is 172.16.0.0 to 172.31.255.255. Private IP addresses can only appear within a firm. In Figure 6-21, internal hosts have private IP addresses except for those in the DMZ, which use public IP addresses. Explain this discrepancy if you can.

7.
a) Describe the Policy 5 in the firewall policy database shown in Figure 6-25.

b) Repeat for Policy 6.
c) Repeat for Policy 7.
d) Repeat for Policy 8.
e) Repeat for Policy 9.

8.
(If you read the box “Reading Firewall Logs”) Sort the log file in Figure 6-26 by source IP address. What do you conclude from the analysis? This is not a trivial question.

Design Question

1.
A firm has the following firewall policy: Employee access to Internet servers should be unrestricted and external clients should only be able to access the firm’s public webserver, http://www.pukanui.com. The firm also has a finance server that should only be accessible to people in the finance department. The server and the finance departments are all on the internal subnet 10.5.4.3. The firm has a single large site. How would you implement this policy? Create both a firewall architecture and ACLs for the border firewall for both internal and external connection-opening attempts.
Troubleshooting Question

1.
A stateful packet inspection border firewall contains a rule that permits external connections to an internal public webserver, http://www.pukanui.com. However, the firewall does not permit access to this server. Come up with at least two hypotheses for the cause of the problem. Describe how you would test each hypothesis.

Perspective Questions

1.
What material was the most surprising for you in this chapter?

2.
What material was most difficult for you in this chapter?
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