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Homework

Chapter 5
Access Control

Last Name: ____________________________

First Name: _______________________________________________

Date Due: _______________________________
Directions:

Place your cursor at the end of a question and hit Enter.

This will place you in the Answer style, which is indented.
Introduction

Organizational and Human Controls

Test Your Understanding

1.
a) List the AAA access controls.

b) Explain each in a sentence.

c) What are the four bases for authentication credentials?

d) What is two-factor authentication’s promise?
e) How can a Trojan horse defeat this promise?

f) How can a man-in-the-middle attack defeat this promise?
g) What is RBAC? (Do not just spell it out).
h) Why is RBAC less expensive than access control based on individual accounts?
i) Why is it less error-prone? (The answer is not specifically in the text.)

j) Why may technologically strong access controls not provide strong access control in real organizations?
Begin the box, “Military and National Security Organization Access Controls”
Military and National Security Organization Access Controls

Mandatory and Discretionary Access Control

Multilevel Security

Test Your Understanding

2.
a) Distinguish between mandatory access controls and discretionary access controls.

b) What is multilevel security?

c) What are SBU documents?

d) Do they need to be considered in access controls?

e) Why are access control models needed?

End the box, “Military and National Security Organization Access Controls”

Physical Access and Security

Risk Analysis

ISO/IEC 9.1: Secure Areas

Test Your Understanding

3.
a) Why is having a single point of building entry important?

b) Why are emergency exits important?

c) What should be done about them?

d) List the four elements of entry authorization in CobiT.

e) Why is loading dock security important?
f) What access control rules should be applied to loading docks?

g) What steps should be taken to reduce the danger of environmental damage?
h) List rules for working in secure areas.
9.2 Equipment Security

Test Your Understanding

4.
a) What is siting?

b) Distinguish between UPSs and electrical generators.
c) If wiring cannot be run through walls, what should be done to protect the wiring?
d) What should be done to protect laptops taken off premises?

e) What controls should be applied to off-site equipment maintenance?

f) What controls should be applied to equipment disposal or reuse?
g) What controls should be placed over employees taking equipment offsite?
Other Physical Security Issues

Test Your Understanding

5.
a) What special controls are required by terrorism threats?

b) Why is it necessary to prevent piggybacking?

c) What advice would you give a company about CCTV?
d) What is DumpsterTM diving?

e) How should trash bins be protected?
f) What can be done to reduce the dangers of desktop PC theft and unauthorized use?
Reusable Passwords

Password-Cracking Programs
Test Your Understanding

6.
a) What are reusable passwords?

b) Why is password cracking over a network difficult to do?

c) In what two ways can password-cracking programs be used?

d) Which is safer for the cracker? Why?

Password Cracking Techniques

Test Your Understanding

7.
a) What is brute-force password guessing?

b) Why is it important to not simply use all lower-case letters in passwords?
c) What are complex passwords?
d) Why is password length important?
e) What is a dictionary attack?
f) Why are dictionary attacks faster than brute-force guessing?
g) What are hybrid dictionary attacks?

8.
a) What do Trojan horse password capture programs do?
b) What is shoulder surfing?
c) Does the shoulder surfer have to read the entire password to be successful? Explain.
Password Policies
Test Your Understanding

9.
a) What is the book’s recommended password policy for length and complexity?

b) How can password-cracking programs be used to enforce password strength policy?
c) Before you run a password cracking program on your company’s computers to check for weak passwords, what should you do?
Other Password Policies

Test Your Understanding

10.
a) Why is it a problem to use the same password at multiple sites?

b) Why is it difficult to enforce a policy of using a different password at each site?
c) Why are password duration policies important?
d) What are password resets?
e) Why are password resets dangerous?

f) How can password resets be automated?
g) Why are password reset questions difficult to create?
h) How may password resets be handled in high-risk environments?
The End of Passwords?
Test Your Understanding

11.
What is the likely future of passwords?

Access Cards and Tokens

Access Cards

Tokens

Proximity Access Tokens
Addressing Loss and Theft

Test Your Understanding

12.
a) Distinguish between magnetic stripe cards and smart cards.

b) What are one-time-password tokens?
c) What are USB tokens?
d) What is the advantage of USB tokens compared to cards?

e) What is the attraction of proximity tokens?
13.
a) Why is it important to disable lost or stolen access devices?
b) Give an example of two-factor authentication not mentioned in the text.
c) What is a PIN?
d) Why can PINs be short—only four to six digits—while passwords must be much longer?

Biometric Authentication

Biometrics
Test Your Understanding

14.
a) What is biometric authentication?

b) On what two things about you is biometric authentication based?

c) What is the major promise of biometrics?

Biometric Systems

Test Your Understanding

15.
a) Describe the three scanner actions in the enrollment process.

b) What are key features?
c) Why are they necessary?

d) What does the server does do with the key features created by the enrollment scan?
e) What is a template?

f) What is user access data?
g) What are match indices, and how are they related to decision criteria?
Biometric Errors

Test Your Understanding

16.
a) In biometrics, what is a match?

b) Distinguish between false acceptances and false rejections.

c) What are false acceptance rates (FARs) and false rejection rates (FRRs)?
d) For computer access, why is a false acceptance bad?

e) For computer access, why is a false rejection bad?

f) For computer access, which is worse from a security viewpoint—a false acceptance or a false rejection?

g) For computer access, which is worse from a user acceptance viewpoint?

17.
a) For watch lists of criminals, what is a false acceptance?

b) For watch lists of criminals, which is worse from a security viewpoint, a false acceptance or a false rejection? Explain.

c) For watch lists of people who should be allowed to enter a room, what is a false acceptance?

d) For watch lists of people who should be allowed to enter a room, which is worse from a security viewpoint, a false acceptance or a false rejection? Explain.

18.
What is failure to enroll?

Verification, Identification, and Watch Lists

Test Your Understanding

19.
a) Distinguish between verification and identification.

b) Which requires more matches against templates?

c) Which is more likely to generate a false acceptance? Why?

d) Compare identification with watch list matching.
e) Which is more likely to generate a false match? Why?
20.
Suppose that the probability of a false acceptance is one in a million, that there are 10,000 identities in the database, and that there is a watch list with 100 people. a) What will be the FAR for verification?


b) For identification?

c) For the watch list?
Biometric Deception
Test Your Understanding

21.
a) Distinguish between error rates and deception in biometrics.
b) Why may fingerprint scanning, which is often deceived, be acceptable for entry into a supplies cabinet?
c) When may it not be sufficient?
Biometric Methods

Test Your Understanding

22.
a) What is the advantage of fingerprint recognition?

b) What is its main disadvantage are the disadvantages?
c) For what type of use is fingerprint recognition sufficient?
d) What is the advantage of iris recognition?

e) What its main disadvantage are the disadvantages?

f) Does iris scanning shoot light into your eye?
23.
a) What is the advantage of face recognition?

b) What does surreptitious mean?

c) Where is hand geometry recognition used?
d) What are the disadvantages of voiceprint recognition?
e) What is are the most widely used forms of biometric authentication?
f) What is the most widely used form of biometrics?
Cryptographic Authentication

Key Points from Chapters 3
Public Key Infrastructures (PKIs)

Test Your Understanding

24.
a) What is the strongest form of authentication?

b) List the functions of a PKI.
c) Can a firm be its own certificate authority?
d) What is the advantage of doing so?

e) Who creates a computer’s private key/public key pair?

f) How do CAs distribute public keys?
g) What is provisioning?

h) What is the prime authentication problem?
i) What can be done to reduce this risk?

Authorization

The Principle of Least Permissions
Test Your Understanding

25.
a) Why are authorizations needed after a person is authenticated?
b) What is another name for authorizations?

c) What is the principle of least permissions?

d) Why is it a good way to assign initial permissions?
e) What is bad about assigning all permissions and then taking away the permissions a user does not need?

f) What does failing safely mean in a security system?
Auditing

Logging

Log Reading

Test Your Understanding

26.
a) What is auditing?

b) Why is it necessary?
c) Why is log reading important?
d) What are the three types of actions that should be taken on log files?

e) Why are automatic alerts desirable?

Central Authentication Servers
The Need for Centralized Authentication
Test Your Understanding

27.
a) What are the three devices in central authentication using RADIUS servers?

b) What is the role of the authenticator?

c) What is the role of the central authentication server?

Kerberos

Test Your Understanding

28.
a) In Kerberos, distinguish between the Ticket-Granting Ticket and the Service Ticket.

b) What information does the Service Ticket give the verifier?

c) How does the supplicant get the symmetric session key?

d) Is the verifier notified explicitly that the supplicant has been authenticated? Explain.
Directory Servers

What Are Directory Servers?
Hierarchical Data Organization
Test Your Understanding

29.
a) How is information in directory servers organized?

b) What are the top two levels of the organization?

c) Do directory servers only hold information about people?

Lightweight Data Access Protocol (LDAP)

Test Your Understanding

30.
What is LDAP’s purpose?

Use by Authentication Servers

Test Your Understanding

31.
a) How do central authentication servers often get their authentication information?

b) What is the advantage of this?

Active Directory
Test Your Understanding

32.
a) What is Microsoft’s directory server product?

b) What is the smallest organizational unit in Active Directory?

c) What two things does a domain controller contain?

d) Can a domain have multiple domain controllers?

e) What is the advantage of having multiple domain controllers?
f) Into what larger structures are domains organized?

g) Into what larger structure can trees be organized?

h) Describe replication among domain controllers within a single AD domain.
i) Describe replication between a domain controller in one domain and the domain controller in the parent domain.
Trust
Test Your Understanding

33.
a) Distinguish between mutual and one-way trust among AD domains.

b) Distinguish between transitive and intransitive trust.
c) What principle should companies follow in making trust assignments?
Toward Full Identity Management

Other Directory Servers and Metadirectories

Test Your Understanding

34.
a) Why are metadirectory servers needed?

b) What do metadirectory servers do?

Federated Identity Management
Test Your Understanding

35.
a) In federated identity management, do firms query one another’s identity management databases?

b) What do they do instead?

c) What risk does this method avoid for the firm sending the security assertion?

d) How are risks to Firm B reduced?

e) What is a security assertion?

f) What three things may it contain?
g) What is the main standard for one firm to send security assertion to another firm?

h) What is the major benefit of using XML?

Identity Management

Test Your Understanding

36.
a) What is identity management?

b) What are the benefits of identity management?
c) What is single sign-on?

d) Why is full SSO generally impossible?

e) What is reduced sign-on?
f) What is an identity?

g) Why is providing minimum identity data an important principle?
37.
a) In identity management, what are provisioning, reprovisioning, and deprovisioning?

b) Why is decentralized management desirable?

c) Why are self-service functions desirable?

d) What changes should be made through self-service functions?

Trust and Risk

Test Your Understanding

38.
a) In what sense is identity management really just another form of risk management?

b) How can identity management reduce risk?
c) How much should companies spend on identity management?

Conclusion

Synopsis

Thought Questions

1.
Reusable passwords offer poor security. What do you think is holding back their replacement with other approaches?

2.
What password cracking method would be used for each of the following password? a) swordfish,

b) Lt6^,

c) Processing1, and

d) nitt4aGm^.

3.
Critique the safety of each of the following passwords, giving your specific reasoning.

a) swordfish,

b) Lt6^,

c) Processing1, and

d) nitt4aGm^.

4.
Create two good password reset questions. For each, explain why you think it is a good question.

5.
Someone says that they wish to protect their desktop PC from a walk-up attacker with a password or passwords. Give them advice and reasons for your advice. This is not very short answer.

6.
a) Give two situations in which the risk of deception is high.

b) Give two situations in which the risk of deception is low.

7.
Your friend wants to secure his or her desktop PC with fingerprint scanning or password access protection. Give your friend the information that he or she should know to make the decision. Consider alternatives. This is not very short answer.

8.
What do FRRs mean when fingerprint scanning is used to secure a PC against walk-up attacks? What might produce high FRRs? Can you think of a way that this problem could be reduced in fingerprint scanning?
9.
Some airports are installing face recognition systems to identify terrorists and criminals. About one in a million people passing through the airport is a terrorist. Suppose the FAR is about 1 percent. The FRR is about 30 percent. Is this system likely to be workable? Explain using a spreadsheet analysis with reasonable assumptions. Cut and paste the spreadsheet analysis into your homework file instead of handing it in separately. Give a short paragraph giving your conclusion.
10.
Centralizing authentication and authorization reduces cost, improves consistency, and permits rapid provisioning and changes. List the technologies on the way toward greater centralization, beginning with stand-alone authenticators through corporate metadirectory servers.

11.
Suppose that the probability of a false acceptance is 0.0001 per match attempt. Suppose that there are 1,000 templates in the database. What is the probability of a false acceptance in the case of verification? What is the probability of a false acceptance in the case of identification? What is the probability of a false acceptance if there is a watch list of 50 people who should be given access to a system?
12.
List at least six identities for yourself that require different authentication and authorizations.

Troubleshooting Question

1.
Your company installs a face recognition system for door access. a) Its FRR is much worse than the vendor’s claims. What might be causing this?

b) The system’s FRR increases over time. What might be causing this?
Perspective Questions

1.
What was the most surprising thing for you in this chapter?

2.
What was the most difficult thing for you in this chapter?
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