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Directions:

Place your cursor at the end of a question and hit Enter.

This will place you in the Answer style, which is indented.
Introduction

1.
a) What must partners do before beginning the handshaking stages of a connection?
b) What are the three handshaking stages?

c) What happens in the first handshaking stage?

d) Distinguish between mutual authentication and one-way authentication.

e) What is keying?

f) What protections are provided during the ongoing communication stage?
Virtual Private Networks (VPNs)

2.
a) What is the definition of a VPN?
b) Why do companies transmit over the Internet?

c) Why do they transmit over untrusted wireless networks?
d) Distinguish between the three types of VPNs.
e) What does a VPN gateway do for a remote access VPN?
f) What does a VPN gateway do for a site-to-site VPN?
g) Which types of VPNs use VPN gateways?

SSL/TLS

Introduction

3.
a) Distinguish between SSL and TLS.

b) For what type of VPN was SSL/TLS developed?
c) For what type of VPN is SSL/TLS increasingly being used?
Non-Transparent Protection

Inexpensive Operation

4.
a) At what layer does SSL/TLS operate?
b) What types of applications can SSL/TLS protect?
c) What are the two commonly SSL/TLS-aware applications?
d) Why is SSL/TLS popular?
Begin the box, “SSL/TLS Operation”
SSL/TLS Operation

5.
a) What is a cipher suite?
b) In the handshaking process, what are the commands in the security method negotiation process?
c) In the handshaking process, what commands are part of the key exchange or key negotiation process?
d) Which party created the symmetric session key in this example?
6.
a) Does SSL/TLS require mutual authentication?
b) Why does it make sense for SSL/TLS not to use client authentication for consumer e-commerce?
c) When would companies require SSL/TLS client authentication?
d) In SSL/TLS, is server authentication explicit or implicit? Explain briefly.

e) Why will impostors not be able to act in the ongoing communication phase?
End the box, “SSL/TLS Operation”
SSL/TLS Gateways and Remote Access VPNs

7.
a) SSL/TLS was created for host-to-host (browser-webserver) communication. What device can turn SSL/TLS into a remote access VPN?
b) In SSL/TLS remote access VPNs, to what device does the client authenticate itself?
c) When a remote client transmits in an SSL/TLS VPN, how far does confidential transmission definitely extend?
d) What three services do SSL/TLS gateways commonly provide?
e) What is webification?
f) What software does the client need for basic SSL/TLS VPN operation?
g) For what purposes may the client need additional downloaded software?
h) Why may installing the additional downloaded software on the browser be problematic?
i) Why is SSL/TLS attractive as a remote access VPN technology?
j) What problems do companies face if they use it as a remote access VPN technology?

k) Which of the three types of VPNs can SSL/TLS support?

IPsec

Attractions of IPsec
8.
a) At what layer does IPsec operate?
b) What layers does IPsec protect?

c) Compare the amount of cryptographic security in IPsec with that in SSL/TLS.
d) Compare centralized management in IPsec and SSL/TLS.

e) Why is IPsec’s transparent protection attractive compared with SSL/TLS’ non-transparent protection?
f) Which versions of IP can use IPsec?

IPsec Transport Mode

IPsec Tunnel Mode

9.
a) Distinguish between transport and tunnel modes in IPsec in terms of packet protection.
b) What are the attractions of each?
IPsec Security Associations (SAs)

10.
a) What does an SA specify? (Do not just spell SA out.)
b) When two parties want to communicate in both directions with security, how many IPsec SAs are necessary?
c) May there be different SAs in the two directions?
d) What is the advantage of this?

e) Why do companies wish to create policies for SAs?
f) Can they do so in SSL/TLS?
g) How does IPsec set and enforce policies?
Begin the box, “IPsec Details

IPsec Details

The Encapsulating Security Payload Header and Trailer

11.
a) What protections do the encapsulating security payload header and trailer provide to the part of the packet that lies between them?
b) Does ESP work in transport mode, tunnel mode, or both?
c) What part of the original IP packet does ESP protect in tunnel mode?

d) What part of the original IP packet does ESP protect in transport mode?
Establishing Security Associations

Establishing Internet Key Exchange (IKE) Protection

Establishing IPsec Security Associations within IKE Protection

12.
a) Is IKE limited to protecting IPsec security associations?
b) How does IKE protect the negotiation of IPsec SAs?
c) How many SAs is a pair of site-to-site VPN gateways likely to implement within IKE’s protection?

End the box, “IPsec Details”

Commercial WAN Carrier Security
Traditional Security in Commercial WAN Carriers

13.
a) What two types of security do commercial WANs provide?
b) Is this strong security?
c) Have there been many successful attacks on commercial WANs?
d) Why is this not reassuring?
e) What is the most vulnerable point in WAN communication?

Multiprotocol Label Switching (MPLS) VPN Services
14.
a) What is the main business benefit of MPLS?

b) What security protections does MPLS provide?

c) Is this strong security?

Routed VPNs versus Cryptographic VPNs

15.
Distinguish between cryptographic and routed VPNs in terms of the security each provides.
Access Control for Wired and Wireless LANs

16.
a) What is the main access threat to Ethernet LANs?

b) What is the main access threat to 802.11 wireless LANs?

c) Why is the access threat to WLANs more severe?

d) Is eavesdropping usually more of a concern for wired LANs, wireless LANs, or both about equally? 
Ethernet Security

Ethernet and 802.1X

17.
a) Why is 802.1X called Port-Based Access Control?

b) Where is the heavy authentication work done?
c) What are the three benefits of using a central authentication server?

d) Which device is the verifier? Explain. (Trick question.)

e) Which device is called the authenticator?
The Extensible Authentication Protocol (EAP)

18.
a) How does an EAP session start?

b) What types of messages carry requests for authentication information and responses to these requests?

c) Describe how the central authentication server tells the authenticator that the supplicant is acceptable.
d) How does the authenticator pass this information on to the supplicant?
e) In what sense is EAP extensible?

f) When a new authentication method is added, what device software must be changed to use the new method?

g) Why is there no need to change the operation of the authenticator when a new EAP authentication method is added or an old EAP authentication mode is dropped?

h) Why is this freedom from the need to make changes in the switch beneficial?

RADIUS Servers

19.
a) What standard do most central authentication servers follow?

b) How are EAP and RADIUS related in terms of functionality?

c) What authentication method does RADIUS use?
Wireless Security

Wireless LAN Security with 802.11i
20.
a) Why is it impossible to extend 802.1X operation using EAP directly to WLANs?
b) What standard did the 802.3 Working Group create to extend 802.1X operation to WLANs with security for EAP?
c) For 802.11i, distinguish between outer and inner authentication.

d) What authentication method or methods does outer authentication use?
e) What two extended EAP protocols are popular today?
f) Distinguish between their options for inner authentication.
g) Is 802.11i security strong? Explain.
Core Security Protocols
21.
a) What prompted the Wi-Fi Alliance to create WPA?

b) Compare WPA and 802.11i security.

c) What does the Wi-Fi Alliance call 802.11i?

d) Despite its weaker security, why do many companies continue to use WPA instead of 802.11i?
Pre-Shared Key (PSK) Mode

22.
a) Why is 802.1X mode unsuitable for homes and small offices?

b) What mode was created for homes or very small businesses with a single access point?
c) How do users in this mode authenticate themselves to the access point?

d) Why is using a shared initial key not dangerous?

e) How are PSK/personal keys generated?
f) How long must passphrases be for adequate security?
Evil Twin Access Points

23.
a) What man-in-the-middle attack is a danger for 802.11 WLANs?

b) Physically, what is an evil twin access point?
c) What happens when the legitimate supplicant sends credentials to the legitimate access point?

d) In what two types of attacks can the evil twin engage?
e) Are evil twin attacks frequent?
f) Where are they the most frequently encountered?
g) How can the danger of evil twin attacks be addressed?
Wireless Intrusion Detection Systems

24.
a) What is the purpose of a wireless IDS?

b) How do wireless IDSs get their data?

c) What is a rogue access point?

d) What are the two alternatives to using a centralized wireless IDS?

e) Why are they not attractive?
Begin the box, “Wired Equivalent Privacy (WEP)”

Wired Equivalent Privacy (WEP)

Shared Keys and Operational Security

Software Attacks

Perspective

25.
a) What was the first core wireless security standard?

b) What encryption algorithm does it use?

c) Why are permanent shared keys undesirable?

d) What per-frame key does a WEP computer or access point use to encrypt when it transmits?

e) What mistake did the 802.11 Working Group make in selecting the length of the IV?

f) How long may WEP take to crack today?

g) Should corporations today use WEP for security today?

End the box, “Wired Equivalent Privacy (WEP)”

Begin the box, “False 802.11 Security”

False 802.11 Security

Spread Spectrum Operation and Security

Turning off SSID Broadcasting

MAC Access Control Lists

Implementing 802.11i i or WPA is Easier

27.
a) Does the use of spread spectrum transmission in 802.11 create security?

b) What are SSIDs?

c) Does turning off SSID broadcasting offer real security? Explain.

d) What are MAC access control lists?

e) Do they offer real security? Explain.

Conclusion

Synopsis

Thought Questions

1.
Distinguish between EAP and RADIUS in terms of functionality.

2.
Why would it be desirable to protect all of a corporation’s IP traffic by IPsec? Give multiple reasons.

3.
What wireless LAN security threats do 802.11i and WPA not address?

4.
Given the weakness of commercial WAN security, why do you think companies continue to use WAN technology without added cryptographic protections?

5.
What could a company do if it was using a commercial WAN and a vulnerability appeared that allowed attackers to easily find routing information and therefore be able to eavesdrop on corporate transmissions?

6.
The 802.1X standard today is being applied primarily to wireless LANs rather than to wired LANs. Why do you think that is?

Project

1.
Create a two-page memorandum advising a business with about 200 users about major wireless LAN threats and how to achieve adequate wireless LAN security.

Perspective Questions
1.
What was the most surprising thing you learned in this chapter?

2.
What part was the most difficult for you?
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