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Introduction

Defense
1.
Why does the book focus on defense instead of offense?
Management Processes

2.
a) For what reasons is security management hard?
b) What is comprehensive security, and why is it needed?
c) What are weakest link failures?
The Need for a Disciplined Security Management Process

3.
a) Why are processes necessary in security management?
b) What is driving firms to use formal governance frameworks to guide their security processes?
The Plan–Protect–Respond Cycle

4.
a) List the three stages in the plan-protect-respond cycle.
b) Is there a sequential flow between the stages?
c) What stage consumes the most time?
d) How does this book define protection?
e) How does the book define response?
Vision in Planning

5.
a) How can good security be an enabler?
b) What is the key to being an enabler?
c) Why is a negative view of users bad?
d) Why is viewing the security function as a police force or military organization a bad idea?
Strategic IT Security Planning

6.
a) In developing an IT security plan, what should a company do first?
b) What are the major categories of driving forces that a company must consider for the future?

c) What should the company do for each resource?
d) For what should a company develop remediation plans?
e) How should the IT security staff view its list of possible remediation plans as a portfolio?
Begin the box “Compliance Laws and Regulations”

Compliance Laws and Regulations

Driving Forces

7.
a) What are driving forces?
b) What do compliance laws do?
c) Why can compliance laws and regulations be expensive for IT security?
Sarbanes–Oxley

8.
a) In Sarbanes-Oxley, what is a material control deficiency?
b) Why was Sarbanes-Oxley important for IT security?
Privacy Protection Laws

9.
a) What have privacy protection laws forced companies to do?
b) What did they find when they did so?
c) What institutions are subject to the Gramm-Leach-Bliley Act?
d) What institutions are subject to HIPAA?
Data Breach Notification Laws

10.
a) What do data breach notification laws require? [63]
These laws require companies to notify affected people if sensitive personally identifiable information is stolen or even lost.

b) Why has this caused companies to think more about security? [63]
The Federal Trade Commission

11.
a) When can the Federal Trade Commission act against companies?
b) What financial burdens can the FTC place on companies that fail to take reasonable precautions to protect private information?
Industry Accreditation

12.
Besides HIPAA, what external compliance rules must hospitals consider when planning their security?
PCI–DSS

13.
What companies does PCI-DSS affect?
FISMA

14.
a) Who is subject to FISMA?
b) Distinguish between certification and accreditation in FISMA.
c) For what has FISMA been criticized?
End the box “Compliance Laws and Regulations”

Organization

Chief Security Officers (CSOs)

15.
a) What is the manager of the security department usually called?
b) What is another title for this person?
Should You Place Security within IT?

16.
a) What are the advantages of placing security within IT?]
b) What are the disadvantages of placing security within IT?
c) What do most IT security analysts recommend about placing or not placing IT security within IT?
d) How are security roles allocated in the hybrid solution to placing IT security inside or outside of the IT department?
Top Management Support

17.
a) Why is top management support important?
b) What three things must top management do to demonstrate support?
Relationships with Other Departments

18.
a) Why is the human resources department important to IT security?
b) Distinguish between the three main types of corporate auditing units.
c) What is the advantage of placing IT security auditing in one of these three auditing departments?
d) What relationships can the IT security have to the corporation’s uniformed security staff?]
e) What can the security staff do to get along better with other departments in the firm?
f) What are business partners?
g) Why are they dangerous?
h) What is due diligence?
Outsourcing IT Security

19.
a) What is an MSSP?
b) What are the two main benefits of using an MSSP?
c) Why are MSSPs likely to do a better job than IT security department employees?
d) What security functions typically are outsourced?
e) What security functions usually are not outsourced?
f) What should a firm look for when selecting an MSSP?
Risk Analysis

Reasonable Risk

20.
a) Why is information assurance a poor name for IT security?
b) Why is reasonable risk the goal of IT security?
c) What are some negative consequences of IT security?
Classic Risk Analysis Calculations

21.
a) Why do we annualize costs and benefits in risk analysis computations?
b) How do you compute the ALE?
22.
[Question revised] An asset has a value of $1,000,000. In an attack, it is expected to lose 60 percent of its value. An attack is expected to be successful once every ten years. Countermeasure X will cut the amount lost per incident by two-thirds. Counter measure Y will cut the frequency of successful attack in half. Countermeasure X will cost $30,000 per year, while Countermeasure Y will cost $5,000 per year. Do an analysis of these countermeasures and then give your recommendation for which to select (if any).
Problems with Classic Risk Analysis Calculations

23.
a) Why is it a problem if benefits and costs both occur over several years?
b) Why should the total cost of an incident (TCI) be used in place of exposure factors and asset values?
c) Why is it not possible to use classic risk analysis calculations for firewalls?
d) What is the worst problem with the classic approach?
e) Why is hard-headed thinking about security ROI dangerous?
Responding to Risk

24.
a) What are the four ways of responding to risk?
b) Which involves doing nothing?
c) Which involves insurance?
d) Why is insurance not a complete way to not deal with security?
e) What is risk avoidance?
f) Why does risk avoidance not endear IT security to the rest of the firm?
The Technical Security Architecture

Technical Security Architectures

25.
a) What is a firm’s technical security architecture?
b) Why is a technical security architecture needed?
c) When is the best time to create one?
d) Why do firms not simply replace their legacy security technologies immediately?

Principles

26.
a) Why is defense in depth important?

b) Distinguish between defense in depth and weakest link problems.

c) Why are central security management consoles dangerous?

d) Why are they desirable?
e) Why is it important to minimize the burdens that security places on functional units in the firm?
f) Why do you think it is important to have realistic goals for reducing vulnerabilities?
Elements of a Technical Security Architecture

27.
a) Why is border management important?
b) Why isn’t it a complete security solution?
c) Why are remote connections from home especially dangerous?
d) Why are interorganizational systems dangerous?
e) Why is central security management attractive?
Policy-Driven Implementation
Policies

28.
a) What are policies?
b) Distinguish between policies and implementation.
c) Why should policies not specify implementation in detail?
Categories Security Policies
29.
a) Distinguish between the corporate security policy and major security policies.
b) Distinguish between major security policies and the acceptable use policies.
c) What are the purposes of requiring users to sign the AUP?
d) Why are policies for individual countermeasures and resources needed?
Policy-Writing Teams
30.
Why is it important to have corporate teams write policies?
Implementation Guidance
31.
a) Distinguish between standards and guidelines.
b) For guidelines, what is mandatory?
c) When are guidelines appropriate?
Types of Implementation Guidance
32.
a) Distinguish between procedures and processes.

b) When would each be used?

c) What is the segregation of duties, and what is its purpose?

d) When someone requests to take an action that is potentially dangerous, what protections should be put into place?

e) Why is it important to enforce mandatory vacations or job rotation?
f) How do baselines guidelines differ from procedures and processes?
g) Distinguish between best practices and recommended practices.
h) Distinguish between resource owners and trustees in terms of accountability.
i) What can the owner delegate to the trustee?
k) Are the implementation guidance techniques involved in this set of test your understanding questions standards, guidelines, or either?
33.
a) Why is ethics unpredictable?
b) Why do companies create codes of ethics?
c) Why is good ethics important in a firm?
d) To whom do codes of ethics apply?
e) Do senior officers often get an additional code of ethics?
f) If an employee has an ethical concern, what must he or she do?
g) What must an employee do if he or she observes unethical behavior?
h) What examples of conflicts of interest were given?
i) Give one not listed in the text.
j) Why are bribes and kickbacks bad?
k) Distinguish between bribes and kickbacks.
l) What types of information should an employee not reveal?
Exception Handling

34.
a) Why shouldn’t exceptions be absolutely forbidden?
b) Why is implementation guidance for exception handling necessary?
c) What are the first three rules for exceptions?
d) The fourth?
e) The fifth and sixth?
Oversight
35.
a) What is oversight?

b) How is oversight related to policy?
c) What is promulgation?
d) What is stinging employees?
e) What are its benefits?
f) What are its problems?
g) Is electronic employee monitoring widely done?
h) What should you tell employees before your begin monitoring?
i) What are security metrics?
j) Why is periodic measurement beneficial?
36.
a) What is the purpose of auditing?
b) Distinguish between log files and documentation.
c) Why is the avoidance of compliance a serious red flag?
d) Distinguish between internal and external auditing.
e) Why is regularly scheduled auditing good?
f) Why are unscheduled audits done?
37.
a) Why should companies install anonymous protected hotlines?
b) Why are anonymity and protection against reprisals importance when hotlines are used?
c) Why should general employee misbehavior be a concern?
d) What are the three elements in the fraud and abuse triangle?
e) Give an example of pressure not discussed in the text.
f) Why are rationalizations important?
g) Give two examples of rationalization not given in the text.
38.
a) What is a vulnerability test?
b) Why should you never engage in a vulnerability test without a signed contract?

c) What should be in the contract?
d) What should you look for in an external vulnerability testing company?
e) Why is follow-up needed on recommended fixes?
39.
Why is it important to sanction violators?
Governance Frameworks

40.
a) What is a governance framework?
b) Compare the focus of COSO with that of CobiT.
c) Compare the focus of CobiT with that of the ISO/IEC 27000 family of standards.
COSO

41.
a) What are the three objectives of COSO?
b) List COSO’s five components.
c) What is the control environment, and why is it important?
CobiT

42.
a) Distinguish between the focuses of COSO and CobiT.

b) List the four CobiT domains.

c) How many high-level control objectives does CobiT have?
d) Which domain has the most control objectives?

e) How many detailed control objectives does CobiT have?
f) Why is CobiT strongly preferred by U.S. IT auditors?
The ISO/IEC 27000 Family

43.
a) In the 27000 standards family, what is the function of ISO/IEC 27001?
b) In the 27000 standards family, what is the function of ISO/IEC 27002?
c) List the 11 broad areas in 27002.
d) Why is ISO/IEC 27000 certification more attractive to firms than COSO or CobiT certification?
Conclusion
Thought Questions

1.
List the 12 PCI-DSS control objectives. You will have to look this up on the Internet.
2.
The chapter discussed three ways to view the IT security function—as a police force, as a military organization, and as a loving mother. Name another view and describe why it is good.

3.
A company has a resource XYZ. If there is a breach of security, the company may face a fine of $100,000 and pay another $20,000 to clean up the breach. The company believes that an attack is likely to be successful about once in five years. A proposed countermeasure should cut the frequency of occurrence in half. How much should the company be willing to pay for the countermeasure

Perspective Questions

1.
What was the most surprising thing for you in this chapter?

2.
What was the most difficult material for you in this chapter?
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