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Directions:

Place your cursor at the end of a question and hit Enter.

This will place you in the Answer style, which is indented.
What Is Cryptography?
Encryption for Confidentiality

Terminology

The Simple Cipher

Cryptanalysis

1.
a) Define cryptography.
b) What is confidentiality?
c) Distinguish between plaintext and ciphertext.
d) Which is transmitted across the network—the plaintext or the ciphertext?

e) What is a cipher?

f) What is a key?

g) What must be kept secret in encryption for confidentiality?

h) What is a cryptanalyst?

2.
Complete the enciphering in Figure 3-2.
Begin the box, “Substitution and Transposition Ciphers”

Substitution and Transposition Ciphers

Substitution Ciphers
Transposition Ciphers
3.
a) Which leaves letters unchanged—transposition or substitution ciphers?


b) Which leaves letters in their original positions—transposition or substitution ciphers?

4.
Complete the enciphering in Figure 3-3.

End the box, “Substitution and Transposition Ciphers”

Begin the box, “Ciphers and Codes”

Ciphers and Codes

5.
a) In codes, what do code symbols represent?
b) What is the advantage of codes?
c) What are the disadvantages?
6.
Finish encoding the message in Figure 3-4.
End the box, “Ciphers and Codes”

Symmetric Key Encryption

7.
a) Why is the word symmetric used in symmetric key encryption?

b) When two parties communicate with each other using symmetric key encryption, how many keys are used in total?

c) What type of encryption cipher is almost always used in encryption for confidentiality?

8.
a) What is the best way to thwart exhaustive searches by cryptanalysts?

b) If a key is 43 bits long, how much longer will it take to crack it by exhaustive search if it is extended to 45 bits?
c) If it is extended to 50 bits?
d) If a key is 40 bits long, how many keys must be tried, on average, to crack it?
e) How long must a symmetric encryption key be to be considered strong today?
Human Issues in Cryptography

9.
Why is cryptography not an automatic protection?

Symmetric Key Encryption Ciphers

RC4

10.
a) What are the two advantages of RC4?

b) Why is an RC4 key length of 40 bits commonly used?
c) Is this a strong key?
The Data Encryption Standard (DES)

11.
a) How long is a DES key?
b) Is this a strong length?

c) Describe block encryption with DES.

Triple DES (3DES)

12.
a) How does 3DES work?

b) What are the two common effective key lengths in 3DES?

c) Are these lengths strong enough for communication in corporations?

d) What is the disadvantage of 3DES?

Advanced Encryption Standard (AES)

13.
a) What is the big advantage of AES over 3DES?

b) What are the three key lengths offered by AES?

c) Which strong symmetric key encryption cipher can be used with small mobile devices?

d) Which symmetric key encryption cipher probably will dominate symmetric key encryption in the near future?
Other Symmetric Key Encryption Ciphers

14.
a) It is claimed that new and proprietary encryption ciphers are good because cryptanalysts will not know them. Comment on this.

b) What is security through obscurity, and why is it bad?

Cryptographic Systems

15.
a) Distinguish between cryptography and cryptographic systems. [121]
b) Distinguish between cryptographic systems and cryptographic system standards. [121]
c) Why is the first handshaking stage the negotiation of security methods and options? [122]
d) What is an impostor? [122]
e) What is authentication? [122]
f) What is mutual authentication? [122]
g) Why is a secure keying phase necessary? [123]
16.
a) What three protections do cryptographic systems provide on a message-by-message basis? [123]
b) What is an electronic signature? [123]
c) What two protections do electronic signatures usually provide? [123]
d) Distinguish between the handshaking stages and ongoing communication. [123]
The Negotiation Stage

Cipher Suite Options

Cipher Suite Policies

17.
a) In SSL/TLS, what is a cipher suite? [124]
b) Why do companies wish to create policies for which sets of security methods and options two parties may use for a particular application? [124]
Initial Authentication Stage

Authentication Terminology

18.
a) In authentication, distinguish between the supplicant and the verifier.
b) What are credentials?

c) How many supplicants and verifiers are there in mutual authentication between two parties? Explain.

Hashing

19.
a) In hashing, what is the hash?

b) Is encryption reversible?

c) Is hashing reversible?

d) Is hashing repeatable?

e) When a hashing algorithm is applied, does the hash have a fixed length or a variable length?

f) What is the hash size of MD5?

g) What is the hash size of SHA-1?

h) What is the hash size of SHA-256?

i) Which hashing algorithms should not be used because they have been found to be vulnerable?
Initial Authentication with MS-CHAP

20.
a) Is MS-CHAP used for initial authentication or message-by-message authentication?

b) How does the supplicant create the response message?

c) How does the verifier check the response message?

d) What type of encryption does MS-CHAP use? (This is a trick question but an important one.)
e) In MS-CHAP, does the server authenticate itself to the client?
The Keying Stage

Session Keys

Public Key Encryption for Confidentiality

21.
a) When Carol sends a message to Bob, what key will she use to encrypt the message?

b) Why is “the public key” not a good answer to Question 21a?

c) What key will Bob use to decrypt the message?

d) Why is “the private key” not a good answer to Question 21c?
e) In a classroom with 30 students and a teacher, how many public keys will there be?

f) How many private keys?
22.
a) What is the main drawback to public key encryption?

b) What is the most popular public key encryption cipher?

c) What is the other commonly used public key encryption cipher?

d) Which need to be longer—symmetric keys or public keys? Justify your answer.

e) How long are strong RSA keys?

f) How long are strong ECC keys?
23.
Julia encrypts a message to David using public key encryption for confidentiality. After encrypting the message, can Julia decrypt it?
Symmetric Key Keying Using Public Key Encryption

24.
Explain how public key encryption can facilitate symmetric session key exchange.

Symmetric Key Keying Using Diffie-Hellman Key Agreement

25.
a) What is the purpose of Diffie-Hellman key agreement?

b) Can an attacker who captures the exchanged keying information compute the symmetric session key?

Message-by-Message Authentication

Electronic Signatures

Public Key Encryption for Authentication

26.
a) In public key encryption for authentication, which key does the supplicant use to encrypt?

b) Does the verifier decrypt the ciphertext with the supplicant’s public key? (If not, explain what key it does use.)

c) Who is the true party?

d) What does the supplicant attempt to prove it knows that only the true party should know?

Message-by-Message Authentication with Digital Signatures

27.
a) In public key authentication, what must the sender know that an impostor should not be able to learn?

b) For what type of authentication is a digital signature used—initial authentication or message-by-message authentication?

c) How does the supplicant create a message digest?

d) How does the supplicant create a digital signature?
e) In public key encryption, what is “signing?”

f) What combined message does the supplicant send?

g) How is the combined message encrypted for confidentiality?

h) How does the verifier check the digital signature?

i) Does the verifier use the sender’s public key or the true party’s public key to test the digital signature?
28.
a) Besides authentication, what security benefit does a digital signature provide?

b) Explain what this benefit means.

c) Do most message-by-message authentication methods provide message integrity as a byproduct?

29.
a) Contrast the key the sender uses for encryption in public key encryption for confidentiality and public key encryption for authentication.

b) Contrast the key the receiver uses for decryption in public key encryption for confidentiality and public key encryption for authentication. (Careful!)
Digital Certificates

30.
a) From what kind of organization can a verifier receive digital certificates?

b) Are most CAs regulated?
c) Does a digital certificate indicate that the person or firm named in the certificate is trustworthy? Explain.

31.
a) What are the two most critical fields in the digital certificate?

b) What field in a digital certificate allows the receiver of a certificate to determine if the certificate has been altered?
c) What three things must the receiver of a digital certificate check to ensure that a digital certificate is valid?

d) What are the two ways to check a certificate’s revocation status?

32.
a) Does a digital signature by itself provide authentication? Explain why or why not.

b) Does a digital certificate by itself provide authentication? Explain why or why not.

c) How are digital signatures and digital certificates used together in authentication?
Key-Hashed Message Authentication Codes (HMACs)

33.
a) What two cryptographic protections does an HMAC provide?

b) Do HMACs use symmetric key encryption, public key encryption, or hashing? [141]
c) What is the benefit of HMACs over digital signatures?
Begin the box, Nonrepudiation

Nonrepudiation

34.
a) Why can’t HMACs provide nonrepudiation?

b) Why is it usually not a problem that HMACs fail to provide nonrepudiation?
End the box “Nonrepudiation”

Begin the box, “Replay Attacks and Defenses”

Replay Attacks and Defenses

Replay Attacks

Thwarting Replay Attacks

Time Stamps

Sequence Numbers

Nonces

35.
a) What is a replay attack?

b) Can the attacker read the contents of the replayed message?
c) Why are replay attacks attempted?

d) What are the three ways to thwart replay attacks?
e) How do time stamps thwart replay attacks?

f) How do sequence numbers thwart replay attacks?

g) How do nonces thwart replay attacks?
h) In what types of applications can nonces be used?
End the box, “Replay Attacks and Defenses”

Quantum Security
36.
a) What is quantum key distribution?

b) What are the two advantages of quantum key distribution?

c) Why is quantum key cracking a major threat to many traditional cryptographic methods?
Conclusion

Thought Questions

1.
The total processing speed of microprocessors (based on clock rate and number of circuits) is doubling roughly every year. Today, a symmetric session key needs to be 100 bits long to be considered strong. How long will a symmetric session key have to be in 30 years to be considered strong? (Hint: consider how much longer decryption takes if the key length is increased by a single bit.)

2.
Longer keys are more difficult to crack. Most symmetric keys today are 100 to 300 bits long. Why don’t systems use far longer symmetric keys—say, 1,000 bit keys?
3.
Brute force is used to crack a 100-bit key. The key is cracked in only 5,000 tries. How can this be?

4.
In practice, public key authentication is used heavily for initial authentication but rarely for message-by-message authentication. Given the intense processing power required for public key authentication and the fact that public key authentication gives the strongest authentication, explain these two usage patterns.

5.
Did we see symmetric key encryption used for authentication in this chapter? If so, how was it used?

6.
a) Describe the entries in the second row of Figure 3-9. Comment on the strengths of the choices it uses.

b) For the second-to-last row of Figure 3-9, comment on the strengths of its symmetric encryption cipher and of its hashing algorithm.

c) Describe the entries in the last row of Figure 3-9. Comment on the strengths of the choices it uses.

7.
How are digital certificates and drivers’ licenses similar, and how are they different? 
8.
How are digital certificates and passports similar, and how are they different?

9.
How are digital certificates and university diplomas similar, and how are they different?

10.
How are digital certificates and movie tickets similar, and how are they different?

Harder Thought Questions

1.
Identify potential security threats associated with authentication via digital signatures and digital certificates. Explain each and describe how you would address each threat.

2.
The book described how public key authentication is used for message-by-message authentication in digital signatures. However, public key authentication is widely used for initial authentication. Describe the processes that the supplicant and verifier would use if public key encryption were used in initial challenge-response authentication. Draw heavily on your understanding of digital signatures, but put this information in challenge–response context.

3.
If a supplicant gives you a digital certificate, should you accept it? Explain. (Think about this carefully. The answer is not obvious.)

4.
Pretty good privacy uses public key encryption and symmetric key encryption to encrypt long documents. How might this be possible?

Perspective Questions
1.
What was the most difficult section for you in this chapter?

2.
What was the most surprising thing you learned in this chapter?
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